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Company: 
•	 A leading manufacturing company 

with operations in  
17 countries 

•	 Manages 23 manufacturing plants 
serving customers in  
65 countries

•	 Employs more than 2000 employees 
and has more than  
5 million retail and enterprise 
customers

Challenges: 
•	 IBM ECM security policies are 

removed once a document is 
downloaded from the system

•	 Loss of control over business-critical 
information shared inside and outside 
the organization or when an employee 
leaves

•	 External partners have access to IBM 
ECM; once a document is downloaded, 
the Manufacturer loses control over 
that content

•	 Regulatory compliance laws need to 
be met and show proof of compliance

Solution: 
Seclore’s Rights Management

How IBM Enterprise Content Management 
(ECM) and Seclore’s Enterprise Digital 
Rights Management joined forces to enable 
secure internal and external collaboration 
in a leading manufacturing company.  

In an effort to reduce process cycle times 
and increase productivity and 
accountability, the organization had 
invested in the IBM Enterprise Content 
Management (ECM) system.

To enable collaboration to flow freely, 
access to IBM ECM was provided to 
employees and also to some outside 
business partners such as vendors and 
independent auditors. To improve 
productivity, efficiency and interaction, a 
large number of business processes and 
associated document management were 
automated using IBM ECM’s business 
process management capabilities.

Challenges
IBM ECM’s content and business process 

management capabilities have enabled the 
organization to automate and control the 
flow of confidential information related to 
different internal and external business 
process. However, once information was 
downloaded from IBM ECM to a desktop, 
removable media, or emailed to external 
partners or internal employees, it could 
easily be viewed, forwarded and exploited 
by unauthorized users. 

Multiple Security Risks Identified in the 
Manufacturer’s Business Processes 
The security measures that were 
implemented did a great job of preventing 
unauthorized access to documents inside 

IBM ECM. Once content was downloaded, 
the policies no longer applied. The 
company identified several key business 
processes that were creating a security 
risk:

•	 Documents edited by employee 
groups could be distributed to 
unintended audiences once the 
document is downloaded from IBM 
ECM.

•	 Employees constantly download 
confidential documents from the ECM 
system to their laptops. If the laptop is 
stolen or the employee left the 
organization, the data would be lost.

•	 External auditors have access to IBM 
ECM to audit and update the 
organization’s books. When 
information is checked out from IBM 
ECM, the content could be misused 
intentionally or unintentionally. 

•	 Confidential data such as joint 
ventures, partner and vendor 
agreements, legal documents, 
technical specifications, and survey 
reports could be freely distributed and 
could potentially end up in 
competitors’ hands. 

•	 Selective pricing offered to different 
vendors based on geographic 
location was vulnerable to being 
shared across geographies although 
paper-based non-disclosures were 
signed. 



•	 An international online library in IBM 
ECM is available to employees from 
around the world.  The library 
contains confidential documents 
such as specifications and patents. 
Although the library is a convenience, 
it poses a risk of information being 
leaked.

Apart from all the above security 
concerns, there are numerous regulatory 
and compliance norms not being 
addressed. For example, the organization 
has to adhere to regulations around 
certification documents after they are 
downloaded from the IBM ECM system 
that they were unable to meet.

A thorough analysis identified the basic 
problem: once authorized users 
download the information from IBM ECM, 
the ‘usage rights’ do not travel with the 
information. The organization recognized 
that they needed the ability to attach 
persistent “information-centric” access 
and usage policies to content being 
extracted from the IBM ECM system. A key 
success requirement: the usage policies 
needed to be automatically attached 
without changing the work flow.

The Solution: Seclore’s 
Enterprise Digital Rights 
Management (EDRM) 

The Seclore EDRM Connector for IBM ECM 
enables the organization to enforce 
security policies on information even after 
it has been downloaded from IBM ECM. 

Seclore’s EDRM Connector enables IBM 
ECM to automatically attach persistent 
usage rights on information as it leaves the 
IBM system. The usage rights defined WHO 
(people, groups) can use the document, 
WHAT (view, edit, print, screen capture, 
print) can the person do with the document, 
WHEN (specific dates, time spans) can this 
be done and from WHERE (which device or 
IP address) can the document be used. 
These usage rights can be defined for 
employees and external users depending 
on their role and responsibility and the 
current state of the IBM ECM workflow 
process. 

Documents can also be “expired” as soon 
as a business process was over, thereby 
enabling access to documents only when it 
is required. The “audit trail” feature not only 
proved compliance to regulatory standards 
but also helped in doing forensics 
whenever there was any unauthorized 
activity attempt on information. The 
Seclore IBM ECM Connector also provides 
a “remote control” feature to change the 
usage rights on documents post download, 
providing complete control of distributed 
documents.

People leaving our company 
carried a lot of confidential 
business information with 
them on their laptops. Hence, 
we felt the need to protect 
our intellectual property with 
persistent, strong controls such 
as Seclore’s EDRM offers.

Director of Information 
Security

Business Benefits and Results 
The company is now able to automatically 
attach usage policies as documents are 
downloaded from IBM ECM. This allows 
the organization to enforce granular usage 
rights based on roles and tasks assigned to 
employees and partners.  The persistent, 
end-to-end usage control on information 
throughout its lifecycle ensures complete 
security over sensitive information even 
during external collaboration. 

In addition to rigorous enforcement of 
content usage wherever information 
travels, the complete audit trail of 
authorized activities and unauthorized 
attempts is also helping the organization 
address their  compliance requirements. 
With Seclore’s Rights Management 
solution, the company is able to have 
secure collaboration within and outside the 
company without comprising the security 
of information that is vital to the company’s 
business.
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